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Overview

DNS Server
Mail server
IMAP server
Procmaill



Prerequisites

e Graphical desktop
e |ceweasel



DNS Server

zone definition (/etc/bind/named.conf.local)

zone "tbl" {

type master;

file "/etc/bind/db.tbl";
}s

zone "16.168.192.in-addr.arpa" {

type master,;

file "/etc/bind/db.192.168.16";
}s



DNS Server

tbl zone: /etc/bind/db.tbl

$TTL 86400

@ IN SOA <uid>.tbl. root.<uid>.tbl. (
12051501 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
86400 ) ; Negative Cache TTL
5
@ IN NS <uid>.tbl.
lkajan A 192.168.16.2
alex A 192.168.16.3



DNS Server

reverse data file: /etc/bind/db.192.168.16

$TTL 86400

@ IN SOA <uid>.tbl.

12051201
604800
86400

2419200
86400 )

@\oo

2 PTR lkajan.tbl.
3 PTR alex.tbl.

IN NS <uid>.tbl.

root.<uid>.tbl. (

e wo e Wwe wo

Serial

Refresh

Retry

Expire

Negative Cache TTL



DNS Server

test: named-checkconf

zone tbl/IN: loaded serial 12051501

zone 16.168.192.in-addr.arpa/IN: loaded serial 12051201
zone localhost/IN: loaded serial 2

zone 127.in-addr.arpa/IN: loaded serial 1

zone O.in-addr.arpa/IN: loaded serial 1

zone 255.in-addr.arpa/IN: loaded serial 1

update /etc/resolv.conf

domain tbl
search tbl
nameserver 127.0.0.1



DNS Server

test server:

niko@niko:~$ host niko.tbl
niko.tbl has address 192.168.16.10

niko@niko:~$ ping niko.tbl
PING niko.tbl (192.168.16.10) 56(84) bytes of data.
64 bytes from niko.tbl (192.168.16.10): icmp req=1 ttl=64 time=0.048 ms...

niko@niko:~$ dig niko.tbl

; <<>> DiG 9.8.4-rpz2+rle05.12-P1 <<>> niko.tbl
55 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14435



DNS Server - side note

www.google.com has address 173.194.69.104
www.google.com has address 173.194.69.105

www . google.com has address 173.194.69.106
www.google.com has address 173.194.69.147
www.google.com has address 173.194.69.99
www.google.com has address 173.194.69.103
www.google.com has IPv6 address 2a00:1450:4008:c01::93

www.wikipedia.com is an alias for wikipedia-1lb.wikimedia.org.

wikipedia-1lb.wikimedia.org is an alias for wikipedia-lb.esams.
wikimedia.org.

wikipedia-1lb.esams.wikimedia.org has address 91.198.174.225

wikipedia-1lb.esams.wikimedia.org has IPv6 address 2620:0:862:
edla::1



Mail Server Controversy

configure postfix:

dpkg-reconfigure postfix

# Internet site

# System mail name: <uid>.tbl
# root/postmaster: <uid>

# destinations to accept mail: <uid>.tbl, localhost, localhost.
tbl

# force synchronous updates

# local networks: 192.168.16.xx

# use procmail for local delivery: yes
# rest: default (perhaps only use IPv4)



Server Dilemma

configure maildir:

# tutorial Maildir:
DEFAULT="$HOME/Maildir/"

# my Maildir (awesome):
MAILDIR="$HOME/mail/"



Mail Confusion

"Send a mail to yourself as root”

<?live demonstration?>

<?Questions?>



VINL. QEWIV

Account Settings 1

v Local Folders
Junk Settings
Disk Space

v niko@niko.tbl
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings
Synchronization & Storage
Return Receipts
Security

Outgoing Server (SMTP)

Account Actions

M |

» b
File Edit V
22, Get Mail
l' I niko@ni
b = Local ]
< [~ niko@
# Inbo
.| Draff
 Sent
@ Junk
Trash|
2
-k B & -

| M niko@niko tbl - Icedov

Composition & Addressing

Composition
vl Compose messages in HTML format

v Automatically quote the original message when replying
Then,

start my reply below the quote v ‘

and place my signature

below the quote {recommended) " ‘

¥l Includa cinnatiira far ranliac

[TInclu E Directory Server. Properties

4|

Addressi| General ]OfﬂinelAdvanced
When |
oyl | Neme: | <uid>.tbl |
U Hostname: ‘ localhost |
Base DN: ‘ dc=tbl ’ ‘ Find
Port number: 389 ’

Bind DN:

uid=<uid>,ou=people,dc=tbl|

[l Use secure connection (SSL)

‘ ° Cancel ’

’°CanceI’ ‘ @OK ’

[r] <

-]

| [ T ey | 15-48 | P




Advanced Challenge

procmail recipes:

:0 Ec

* ASubject: .*work.*

* ASubject: .*exam.*

* ~IX-Loop: niko@niko.tbl

| ( formail -rt -A "X-Loop: niko@niko.tbl"; \
echo "Alas! I am mortally ill!"; \
) | $SENDMAIL -t

~likewise for work, exam, only without E



Advanced Challenge - SpamAssassin

sudo apt-get install spamassassin
~/.procmailrc:

:0fw: spamassassin.lock
* < 256000
| spamassassin

10
* Ax_Spam_ LEVE].: \*\*\*\*\*\*\*\*\*\*\*\*\*\*\*
almost-certainly-spam

10
* AX-Spam-Level: yes
probably-spam



Advanced Challenge - SpamAssassin

:0

* Aprom[ ]

{
LOG="Fixing F drop..."
:0
| sed -e '1s/~/F/'

<no real test>



wiKi

wikipedia.org

Last year tutorial (Yannick)
FreeBSD manpages (procmailrc)
nice Procmail tutorial (TM)
Internet in general

manpages



